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Austria

Introduction 

The financial sector, and the activities of credit and financial institutions, have been subject 
to increasing regulation in Austria as a consequence of the financial crisis. 

Credit institutions are now required to allocate some of their resources to comply with the 
high volume of legislation and the strict Austrian regulatory framework.  Further, enhanced 
AML rules and greater tax transparency have led to higher costs for Austrian credit 
institutions following the implementation of the US Foreign Account Tax Compliance Act 
(FATCA), the CRS and the fourth AML directive recently.  In addition, the Austrian banking 
sector continues to face major challenges, such as the low-interest-rate environment.  
Nevertheless, the economic environment has improved lately, as reflected by increased 
profitability. 

In addition, financial technology companies (fintechs) have changed the financial market 
in recent years.  Whether or not a fintech provider requires a licence depends on the type 
of activity conducted – sometimes also in relation to specific products (loans, securities, 
accounts).  In any case, digitisation has enhanced competition in the market for young tech 
companies, as well as banks, payment providers, insurance companies and investment 
services.  The Austrian Minister of Finance has set up a fintech advisory board with 18 
experts.  The goal of the fintech advisory board is to make proposals for an attractive legal 
framework for this business in Austria and provide a legal guideline for blockchain and 
crypto-currency companies. 

The Austrian as well as the EU regulatory authorities are also facing further challenges 
with regard to general digitisation, especially in the context of blockchain technology and 
virtual currencies.  The most recent contribution, published by the European Banking 
Authority (EBA) in Jan 2019, was its Report on crypto-assets advising the European 
Commission to take regulatory measures on investor protection relating to the distribution 
and placement of crypto-assets.1 

The Austrian legislator has been striving to make Austria even more attractive as a location 
of industry and commerce for potential investors.  There is now a third market that allows 
SMEs access to the capital market. 

Another development that cannot be overlooked in the context of fintechs is the close 
cooperation between the banks and the fintechs.  Thus, infrastructure-relevant tasks and 
technical services are outsourced to the fintechs.  However, there are credit institutions 
which themselves research innovative projects and offer digitised products.  One of the 
largest Austrian banks has recently launched a platform with integrated blockchain 
technology, where issuers can issue a fully paperless promissory note loan.  Where various 
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financial instruments will be offered by means of integrated digitisation, a new “unregulated 
OTC Market” could be created.  

In general, Austria is an “overbanked” area, leaving little space for the expansion of 
traditional banking business models.  Moreover, the Austrian Financial Market Authority 
(FMA) has in the past developed aggressive prosecution practices, regarded by some as 
disproportionate in relation to alleged violations of regulatory requirements.  This, together 
with a stability tax, which is a special tax applying to the balance sheet total of minimum 
€300 million of banks licensed in Austria and of Austrian branches of foreign banks has, 
in recent years, caused a relocation of some subsidiary banks licensed in Austria.  However, 
some credit institutions exclusively owned by non-Austrian owners have also recently been 
awarded comprehensive banking licences by the FMA. 

Regulatory architecture: Overview of banking regulators and key regulations 

Banking regulators in Austria 

The Austrian banking supervisory system is connected with the European supervisory 
institutions.  At the current legal position, Austria has a twin-peaks model with two 
dedicated bodies.  

The Austrian banking regulators are: i) the Single Supervisory Mechanism (SSM) of the 
European Central Bank (ECB); ii) the Austrian Financial Market Authority (FMA); and iii) 
Austria’s Central Bank, Oesterreichische Nationalbank (OeNB) – although this has a 
limited role which will be further reduced in the future. 

ECB 

The ECB is responsible for banking supervision in the Euro area under the SSM and 
supervises six significant institutions in Austria, in cooperation with the FMA and the 
OeNB.  

According to Article 4 of the SSM Regulation, the ECB has, inter alia, the following 
responsibilities for the Capital Requirements Regulation (CRR) credit institutes: 

to grant a licence for credit institutions or to revoke their licence; •

if a credit institution wishes to establish a subsidiary in another member state or •
provides cross-border services, then the ECB steps in as the supervisory authority of 
the origin country; 

the assessment of the acquisition or disposal of qualified stakes; •

ensuring compliance with requirements regarding equity capital, large-scale loans or •
the like; 

ensuring compliance with sound corporate governance requirements, like the suitability •
of the managers, risk management and likewise; and 

the conduct of supervisory reviews, stress tests, etc. •

The ECB applies the relevant provisions of EU and national law to significant credit 
institutions or groups of credit institutions.  

FMA 

The FMA is the national supervising authority for less significant banks, institutions and 
groups of credit institutions, while the OeNB is responsible for their overall risk assessment.  
The FMA is also the supervising authority for insurance companies, pension funds, 
investment firms, investment management companies and payment services providers.  
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The FMA must act in accordance with the Banking Act, the Capital Requirements 
Regulation (CRR), Regulation (EU) 1024/2013 concerning policies related to the prudential 
supervision of credit institutions (SSM Regulation) and applicable EBA guidelines and 
recommendations, and with due attention to financial stability, the smooth functioning of 
the banking system and creditor protection.  

The authority can take official measures and pass certain regulations specifying supervisory 
obligations of less significant credit institutions.  The FMA is responsible for enforcing its 
own administrative decisions, except for orders imposing administrative penalties.  

Administrative and penal decisions of the FMA can be appealed against at the Austrian 
Administrative Court of first instance.  

The FMA is also responsible for implementing the resolution decisions of the Single 
Resolution Board (SRB), acting as the resolution authority for significant credit institutions 
in the Eurozone.  As a resolution authority, it has the power to demand the: 

implementation of measures from the recovery plan; •

dismissal of managing directors; •

initiation of creditor negotiations for debt restructuring; •

convening of a shareholders’ meeting; and •

making changes to the operational or legal structures of the institution. •

OeNB 

In addition to its role in economic policy, the OeNB supervises payment and settlement 
systems, delivers macroprudential analyses and banking supervisory analyses, and conducts 
on-site inspections of significant institutions on behalf of the ECB, and of less significant 
institutions on behalf of the FMA.  The OeNB is neither a NCA (national competent 
authority) nor a NDA (national designated authority) under the SSM Regulation and 
CRR/CRD IV, but entitled to participate in the Governing Council of the ECB and, as a 
non-voting member, in the ECB’s Supervisory Board. 

Furthermore, it provides: 

reports about on-site inspections commissioned by the ECB or the FMA; and  •

expert opinions on risk-assessment models after a bank has submitted an application •
for approval.  

These reports provide the basis for any official measures (administrative steps) to be taken 
by the ECB or the FMA.  A credit institution has the right to express its opinion on the 
inspection report (Article 71(6), Banking Act). 

Complete transmission of banking supervision from the OeNB to FMA 

In the Council of Ministers, the Austrian Government has taken a vote on the structural 
change of the Austrian supervisory banking authorities.  This decision was taken following 
criticism by the Court of Auditors.  The idea of the Austrian Government is to eliminate 
the parallel supervision by the OeNB and the FMA.  The Government intends to legally 
anchor the structural reform by mid-2019.  Some tasks of the OeNB will be transferred to 
the FMA, concentrating all banking supervisory tasks at this authority.  The implementation 
of the organisational changes at the FMA, the OeNB and the Ministry of Finance is 
scheduled for the end of the year.  However, the competence to monitor the financial 
stability (macroprudential analyses) should remain with the OeNB.  In addition, the OeNB 
should become able to issue audit assignments to the FMA in the event of a crisis. 
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Other institutions with special tasks 

In addition, the following institutions with tasks of special significance are: the i) State 
commissioners; and ii) Austrian Control Bank (Oesterreichische Kontrollbank AG (OeKB)). 

State commissioners 
The Austrian Minister of Finance must appoint a state commissioner and a deputy state 
commissioner for credit institutions with total assets in excess of €1 billion.  

These are representatives of and accountable to the FMA.  They have to be invited by the 
credit institution to company meetings and audit committees, and must object to resolutions 
that violate administrative decisions of the Minister of Finance or the FMA.  They have 
inspection rights and must report facts to the FMA, indicating that the institution’s fulfilment 
of its obligations to creditors or the security of its assets are no longer ensured.  Their tasks 
are linked to authoritative functions derived from the FMA’s powers. 

OeKB 
This is Austria’s main provider of financial and information services to the export industry and 
the capital market.  In particular, issuers of securities and fund companies can fulfil their 
reporting and disclosure obligations by using the OeKB’s electronic reporting platforms.  OeKB 
does not exercise any authoritative powers towards capital market participants.  Its subsidiary, 
OeKB CSD GmbH, is the only Austrian licensed central securities depositary pursuant to the 
CSDR (Regulation [EU] No. 909/2014), rendering securities account maintenance services at 
the top tier level (central maintenance service), initial recording of securities in a bank-entry 
system (notary service) and the operation of a securities settlement system (settlement service). 

Central bank 

OeNB 

The OeNB contributes to monetary and economic policy decision-making in Austria and in 
the Euro area.  

The primary focus of the OeNB is safeguarding domestic financial stability and supplying 
high-quality, counterfeit-proof cash.  In addition, it manages reserve assets; that is, gold and 
foreign exchange holdings, draws up economic analyses, compiles statistical data, is active 
in international organisations, and oversees payment systems.  

Key regulations in Austria 

The foundation of the relevant sources of law governing banking in Austria is to a great extent 
laid by EU regulations.  These are: i) EU regulations like the CRR, the MiFIR and delegated 
regulations issued by the European Commission; ii) Austrian federal laws largely 
implementing EU directives like CRD IV, MiFID II and delegated directives such as the 
Austrian Banking Act and the Austrian Securities Supervision Act 2018; iii) Regulations 
issued by the FMA such as the FMA’s cross-selling regulation 2018 and its draft of a 2019 
product intervention regulation; iv) Binding Technical Standards (BTS) issued by the 
European Banking Authority (EBA) and EBA guidelines and recommendations; and v) FMA 
standards, circulars and other forms of soft law interpreting the main federal laws.  

The primary sources of banking regulatory law are the Banking Act (Bankwesengesetz) and 
Regulation (EU) 575/2013 on prudential requirements for credit institutions and investment 
firms (Capital Requirements Regulation (CRR)), together with Commission Delegated 
Regulations 2015/61/EU, 2015/62/EU and 2015/63/EU.  The application of the CRR to 
Austrian credit institutions qualifying as CRR financial institutions is mandatory by virtue of 
a provision in the Banking Act. 
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Key legislation or regulations applicable to banks 

The Banking Act governs the: 

licensing of credit institutions and financial institutions (Article 1); •

freedom of establishment and to provide services within the EEA (Article 9 and •
following); 

ownership requirements (Article 20 and following); •

rules on cover funds (Deckungsstock; Article 66 and following); and •

contractual terms such as for savings deposits (Article 31 and following), certain value •
date provisions and banking secrecy (Article 38).  

The Austrian Banking Act differentiates licensed “credit institutions of significant 
relevance” from other credit institutions as well as “systemically important institutions” 
from other institutions and provides special provisions for such other (smaller) institutions.  
All of this does not correlate with the SSM’s differentiation of significant institutions (SIs) 
and less significant institutions (LSIs), but is an Austrian tailor-made regime for smaller 
banks. 

The CRR (including the related BTS) covers: 

minimum regulatory capital requirements and quality criteria for CET 1, AT1 and T2 •
capital instruments; 

limits on large exposures, new liquidity rules and limits on qualifying holdings outside •
the financial sector; and 

leverage ratios and disclosure requirements on credit institutions and investment firms. •

Other relevant federal laws are the: 

Building Society Act (Bausparkassengesetz (BSpG)), which regulates the operation •
and supervision of building society savings banks (Bausparkassen). 

Investment Fund Act (Investmentfondsgesetz 2011), which regulates the operation and •
management of investment funds and the Austrian Real Estate Investment Fund Act 
(Immobilieninvestmentfondsgesetz). 

Alternative Investment Fund Management Act (Alternative Investmentfonds Manager-•
Gesetz 2013), which contains licensing and supervision of certain managers of 
collective investment undertakings. 

Securities Supervision Act (Wertpapieraufsichtsgesetz 2018), which sets out •
regulations on financial instruments trading and compliance and implements MiFID 
II. 

MiFiD II (Markets in Financial Instruments Directive) – see below in ‘Recent •
regulatory themes and key regulatory developments’. 

Stock Exchange Act (Börsegesetz 2018) which regulates the relationship between stock •
exchange traders and the exchange operating company (Wienerbörse) itself.  

Capital Markets Act (Kapitalmarktgesetz (KMG)) and Act on Alternative Forms of •
Financing (Alternativfinanzierungsgesetz [AltFG]), which provide for rules on public 
offerings of securities and other capital investments alongside the EU Prospectus 
Regulation ([EU] 2017/1129). 

Payment Services Act (Zahlungsdienstegesetz 2018), which regulates the performance •
of payment services. 
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Financial Market Money Laundering Act (Finanzmarkt-Geldwäschegesetz), which •
stipulates statutory due diligence obligations relating to money laundering and 
terrorism financing.  

Capital Outflows Reporting Act (Kapitalabfluss-Meldegesetz), which imposes a tax •
compliance obligation to report capital outflows to and inflows from Switzerland and 
Liechtenstein. 

Account Register and Account Inspection Act (Kontenregister- und •
Konteneinschaugesetz), which introduced a central registry for bank accounts and 
deposits established with Austrian credit institutions. 

In addition, there are a number of federal laws implementing EU Directives such as the: 

Remote Financial Services Act (Fernfinanzdienstleistungsgesetz); •

Financial Collateral Act (Finanzsicherheitengesetz); •

E-Money Act (E-Geld Gesetz);  •

Consumer Loan Act (Verbraucherkreditgesetz);  •

Mortgage Credit Act (Hypothekar- und Immobilienkreditgesetz); •

Consumer Payment Account Act (Verbraucherzahlungskontogesetz); •

Deposit Guarantee Schemes and Investor Compensation Act (Einlagensicherungs- und •
Anlegerentschädigungsgesetz (ESAEG)); 

Common Reporting Standard Act (Gemeinsamer Meldestandard-Gesetz) which is a tax •
compliance-related law; and 

Act on the Recovery and Resolution of Banks (Sanierungs- und Abwicklungsgesetz •
(BaSAG)).  

Secondary and tertiary EU banking supervisory legislation has been implemented into 
Austrian law or applies directly, leaving little room for specific Austrian banking regulations. 

Restrictions on the activities of banks in the Austrian jurisdiction are usually the result of 
the scope of a bank’s licence.  If an Austrian retail bank also possesses a licence to trade in 
financial instruments on its own or a customer’s account, there are no restrictions on 
proprietary trading activity.  However, Austrian licensed investment firms are always 
prohibited from proprietary trading activities by virtue of statutory law.  Incentives not to 
engage in proprietary trading activities are usually derived from additional capital 
requirements under the CRR, from organisational and reporting requirements under MiFIR 
and MiFID II, from conflict-of-interest governing provisions included in MiFID II 
implementing provisions (Austrian Securities Supervision Act 2018) and from the Market 
Abuse Regulation (MAR).  Further, internal control systems, the audit department, the 
compliance department and the risk-management department of a bank must usually be 
adapted to cover such additional activities, which triggers additional costs. 

Recent regulatory themes and key regulatory developments 

In line with EU directives and EU regulations, Austria has in recent years sharply increased 
the level of maximum fines and administrative penalties relating to violations of banking and 
investment supervisory laws in Austria.  For the same reasons, the comprehensiveness and 
intensity of other administrative measures against credit institutions and investment firms has 
been extended, and whistleblower facilities must be made available by banks and investment 
firms in addition to supervisory authorities and criminal prosecutors.  Further, naming and 
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shaming of banks and investment firms has been introduced as a general administrative tool, 
with reduced rights of remedy in cases of alleged violations of regulatory laws. 

Austria has introduced a full regime of recovery and resolution powers for the SRB and 
FMA, complying with the EU’s BRRD and SRM Regulation including the introduction of 
contributions to a Single Resolution Fund.  Further, Austria has aligned the competences 
divided between the SRB and the FMA, which are the resolution authorities for SIs and 
LSIs, respectively, in Austria.  Austria further introduced in 2018 a new special category of 
bail-inable, non-preferred senior debt securities which should only be bailed in after other 
capital instruments, but before other senior liabilities of banks.  Like any other EU member 
state, Austria has provided a requirement to ensure through contractual means that recovery 
and resolution orders will be enforceable, in particular towards counterparties located in 
third-party states. 

A current discussion has evolved in 2018 and 2019 on minimum requirements imposed by 
fundamental rights of legal entities on the penalty procedure for administrative fines issued 
by Austrian authorities (including the FMA).  This refers to the question whether penalties 
imposed on legal entities require separate prior administrative proceedings relating to 
management board members as physical persons to safeguard the defendant’s rights of legal 
entities. 

Recent changes – MiFiD II and MiFIR 

The current framework for securities services provider has been renewed by the Directive 
2014/65/EU (MiFID II) which has been transposed with the Austrian Securities Supervision 
Act with effect from 3 January 2018.  MiFIR (“Markets in Financial Instrument Regulation”) 
has been directly in force since 3 January 2018.  

In addition, the European Commission has issued several directly applicable Delegated Acts.  

The intent of the legislator has been increasingly focusing on investor protection issues and 
is therefore taking disciplinary actions, including fines, to improve outcomes for investors 
and to prevent mis-selling.  The main topics concerning investor protection are: i) product 
governance; ii) best execution; iii) transaction and trade reporting; iv) management of 
conflicts of interest; v) ban on inducements; vi) product and client coverage; vii) transparency 
on costs/charges; and viii) recording of telephone and email communication. 

Product governance (Articles 30 and 31 WAG 2018) •

As one of the main innovations in the WAG 2018, product governance differentiates between 
manufacturers, which includes investment firms that create, develop, issue and/or design 
financial instruments and advise on their launch, and distributors, which are investment firms 
that offer or sell financial instruments and services to their clients.  

The product governance requirements define a cycle of four distinct phases that impact 
manufacturers as well as distributors and sub-distributors: design and approval; development 
and implementation; launch and promotion; and monitoring and review.  The new product-
governance requirements introduce a new concept of “target market”, which requires 
managers to ensure that their products are designed with particular categories of end-
investors’ needs in mind. 

Recent change – Payment Services Act 2018 

The Payment Services Act 2018 that came into force on 18 January 2018 has implemented 
the revised Directive on Payment Services ((EU) 2015/2366).  Consequently payment 
initiation providers and account information providers are now required to obtain a licence 
from the FMA.  
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Both new payment services have the obligation to keep professional liability insurance, or 
an equivalent guarantee, instead of having their own funds. 

In addition, payment service providers are required to offer an authentication, using two 
separate factors, in most cases (“2FA”). 

Recent change – Entry into force of Capital Market Act 2019 (KMG) and amendment of 
Alternative Finance Act (AltFG) 

Article 1 (3) and Article 3 (2) of the Regulation (EU) 2017/1129 on the prospectus for the 
public offering of securities or when it is admitted to trading on a regulated market and 
repealing the Directive 2003/71 / EC (‘the Prospectus Regulation’).  The replacement  refers 
to the information requirements of the issuer towards the investors according to the Capital 
Market Act 2019 or the Alternative Finance Act, as amended.  
Thus, there is a change in the personal and subject area of application of KMG 2019, and of 
AltFG.  This is also the main reason why non-SMEs can now make use of AltFG, and all 
securities and investments can be issued. 

According to AltFG, an information sheet is required if the total amount of the issue is •
above €250,000. 

The issuance of a simplified prospectus is required if either the total amount of the issue •
is over €2 million or the income derived from the issue is less than €5 million within 12 
months.  

The issuance of an amount over €5 million requires a regular prospectus.  •

Recent change – Amendments to the Alternative Investment Fund Manager Act (AIFMG), 
the Real Estate Investment Fund Act (ImmoInvFG) and the Investment Funds Act 2011 
(InvFG 2011) 

The amendments align the national law to the requirements of Regulation (EU) 2017/1131 
Unregistered Alternative Investment Fund Managers (AIFM) are now required to report 
changes in the managing persons and transfers of registered office to the FMA.  If an 
Alternative Investment Fund (EU-AIFM) intends to market shares of a non-EU alternative 
investment fund (non-EU AIF) in Austria, they are required to send a notification letter to 
the FMA for each of the non-EU AIFs.  If these requirements are not met, the infringements 
will be sanctioned according to Article 60 (2) AIFMG. 

Recent change – PRIIP – Packaged retail and insurance-based investment products (PRIIP 
VollzugsG) 

The PRIIP Enforcement Act sets out the necessary measures to implement the Regulation 
(EU) No 1286/2014 on basic information sheets for packaged investment products for retail 
investors and insurance investment products (PRIIP-VO) in Austria.  Among other things, 
the implementation makes it clear that the premium-subsidised provision for the future and 
supplementary pension insurance are excluded from the PRIIP-VO. 

Recent change – New enforcement tools in administrative criminal law for FMA 

On 3 January 2018, the “Supervisory Reform 2017” has been set in force.  It certainly 
improves the transparency of supervisory action, brings administrative simplification, and 
strengthens legal certainty as well as the risk-oriented and proportional supervisory approach.  

The reform offers essential enforcement tools to the Austrian FMA: 

The instrument of ‘accelerated termination’ (in the administrative procedure as in the •
administrative penalty procedure); the right to waive an appeal in advance. 
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The extension of the possibilities to sanction primarily the legal entity.  •

The replacement of the “cumulation principle”, the additive imposition of penalties for •
multiple violations by the “absorption principle”, and the imposition of the only 
reasonable administrative penalty, even for multiple violations.  

The obligation to publish sanctions. •

Broadening the margin of discretion of the FMA to refrain from imposing a fine for •
less significant violations. 

CRD-V/CRR-II/BRRD-II-Package 

In November 2016, the European Commission published a comprehensive proposal for an 
amendment of the CRD-IV, the CRR and the BRRD (so-called “CRD-V/CRR-II/BRRD-II-
Package”).  The main objective of the CRD-V/CRR-II/BRRD-II-Package is the 
implementation of a standard on the total loss-absorbing capacity of global systemically 
important institutions, and to integrate the general rules for minimum requirements for own 
funds and eligible liabilities.  In addition, the CRD-V/CRR-II/BRRD-II-Package proposes 
a vast amount of other changes that may pose challenges for financial institutions in Europe 
and Austria.  The major part of the legislative proposal, excluding TLAC/MREL, may 
possibly be published in the first half of 2020 by the EU and has an implementation period 
into national law of two years. 

Intended future development – Digitisation and fintechs 

The European Commission published its so-called FinTech Action Plan on 8 March 2018, 
which aims to ensure a more competitive and innovative EU financial sector.  The plan 
outlines the future challenges associated with digitisation and fintech.  In its recent initiative 
to review the EU supervisory framework, the Commission states that the European 
supervisory authorities should consider fintech in all their activities.  The aim of the 
Commission is to adopt a more forward-looking regulatory framework for digitisation and 
to create an environment in which innovative fintech products and solutions can be 
introduced across the EU rapidly.  Thus, taking advantage of the economies of scale of the 
economy internal market, without compromising financial stability or consumer and investor 
protection.  

Fintechs form part of a growing industry in Austria.  Until a legal framework is created for 
fintechs by the European or the national legislator, fintech models must be reviewed in 
accordance with existing laws.  To this end, the FMA has set up a so-called internal contact 
point, which can be contacted for specific projects within the framework of fintech business.  
The FMA has posted a form on its homepage, by which fintechs can ask legal questions in 
connection with their potential business in Austria. 

Before fintech activities can be subsumed under a particular law, it is important to clarify 
that those activities that fall under the scope of a licence requiring banking business are not 
uniformly regulated in all the member states.  This means that an activity in another state 
can indeed be conducted without a licence, but may in Austria be regarded as a banking 
business subject to licence requirements.  Although CRD IV includes a list of activities in 
Annex I for which mutual recognition by all member states applies, this does not necessarily 
mean that the listed activities are regulated as banking business in all member states.  

For fintechs, this would mean that their activities in any other member state may not be 
regulated but in Austria they may be covered by a licence-required activity such as the 
Banking Act, Securities Supervision Act or the Payment Services Act.  Within the framework 
of the Austrian Banking Act, the following activities of fintechs could be covered by licence 
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requirements: mediation services – these are such as new payment methods, virtual currency 
and alternative payment methods; and automated advisory systems and platforms.  But also, 
algo-, signal-, social and mirror trading, crowdfunding and crowdinvesting, and interface or 
other technical services for financial service providers, could be subject to the Austrian 
Banking Act.  Especially mediation activities in banking related to the deposit and lending 
business, and factoring, could become relevant.  

The definition of “mediation” in the context of the Banking Act is “when the active 
intervention of a third party has enabled the communication and the mutual consent of the 
business partners”.  Thus, according to Article 18 (1) Banking Act, a mediation activity could 
be covered by a licence requirement applying to mediation, if the mediated product is a 
deposit business product.  Furthermore, platform-based mediation activities in connection 
with lending agreements could fall under the regulatory of Article 18 (1) Banking Act, not 
only limited to B2B or B2C but also C2C.  The last relevant activity in this context is 
factoring business.  The so-called Factoring-Fintechs provide services such as purchase of 
receivables or pre-finance of invoices; they could further be covered by a licence requirement 
by virtue of “mediation” within the meaning of the Austrian Banking Act.  

Recent developments regarding IT/cyber-security 

The FMA has already issued its Guide on IT Security for banks, insurance companies and 
investment services in 2018.  The establishment of a comprehensive IT Risk Management 
and Information Security Management is a key element for institutions.  The FMA has made 
IT security one of its priorities for supervision and inspection during the year 2019. 

Bank governance and internal control 

Bank governance 

Banks are subject to various requirements for governance and internal control.  In addition 
to the Austrian Banking Act and the EU Audit of PIEs Regulation (537/2014), APAB’s 
regulations and guidelines, the FMA’s and EBA’s guidelines (such as the EBA’s guideline 
on internal governance) have to be complied with.  The application and/or scope of the 
organisational regulations depend on the type, scope and complexity of the business 
activities, investment services and other activities.  Certain regulations only apply to “credit 
institutions of significant relevance” due to their size and complexity.  

A bank may only be operated as an Austrian AG or GmbH or European SE or as a (European) 
cooperative society or savings bank, so the articles of association have customarily to be set 
out in the form of a notarial deed and registered in the commercial register.  A prior approval 
by the supervisory authority is required, so the provisions of Article 5 Banking Act have to 
be complied with.  

An institution has to implement a comprehensive set of organisational requirements, such 
as establishing an organisational structure and maintaining a decision-making process, to 
allow the clear documentation of reporting obligations and allocated functions and 
responsibilities. 

The institution has to establish an internal reporting system, maintain adequate and 
systematic records of business activities and internal organisation, and ensure the proper, 
fair and professional performance of tasks.  It must establish mechanisms to safeguard 
security and confidentiality of information, ensure continuity and regularity of investment 
services and activities, and establish effective and transparent customer service procedures. 

The management board is solely responsible for running the company and is not subject to 
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instructions from the annual general meeting nor from the supervisory board.  It is also 
responsible for installing adequate compliance, risk-management, independent audit and 
AML/CTF monitoring functions.  The board of directors must be composed of a minimum 
of two directors.  In order to ensure the overall responsibility in the board of managers as 
well as in the supervisory board, its members – individually as well as collectively – are 
required to possess the necessary knowledge and skills (“fitness”) to assess the nature, scope, 
complexity and risk structures of the given institution (EBA/GL/2017/12 as well as the FMA 
fit and proper circular letter in its 2018 version).  The directors and supervisory board 
members must fulfil the minimum requirements for the individual and collective assessment 
of personal reliability, professional aptitude and experience, time availability, un-biasedness 
and independence.  The ECB and the FMA ensure compliance with the fitness requirement 
through fit and proper hearings, requests for written statements, oral examinations and 
interviews.  If required, such tools may also be used towards key function-holders of a bank. 

Beyond that, the directors must invest sufficient time to perform their functions and none of 
the directors are to have their main profession outside the banking industry or outside 
insurance undertakings or pension funds.  The directors must have practical and theoretical 
skills required for heading the institution and must be reliable.  The directors or members of 
the supervisory board must be financially sound and not facing, for example, criminal 
charges or convictions or bankruptcy proceedings (“propriety”).  The FMA conducts 
interviews to assess the fitness and propriety of the directors and supervisory board members. 

The articles of association have to rule out individual powers of representation.  Individual 
powers of commercial representation, and individual commercial powers of attorney for the 
entire business operation – or, in credit co-operatives, the management of the business – are 
restricted to the directors. 

Banks have to set up a remuneration system aligned with the European and Austrian 
requirements.  In general, the remuneration system must not offer any incentive to disregard 
the institution’s internal control system.  Information as to remuneration has to be provided 
to the supervising authorities. 

Depending on the size and complexity of the institution, specialised committees must appoint 
specialised committees, including a risk, audit, remuneration and nomination committee.  

If an Austrian-licensed bank is listed on a regulated market (by its shares or other securities),  
the Austrian commercial code requires the overall remuneration of any single management 
board member to be disclosed within its corporate governance report (section 243c 
Commercial Code).  Remuneration of other staff must only be reported to the FMA and 
ECB, respectively, in line with regular reporting for identified staff members. 

Services that do not constitute core activities and are of minor importance may be outsourced, 
whereas the requirements of the Banking Act have to be observed.  So any outsourcing may 
not undermine the quality of the internal control mechanisms or the ability of the FMA to 
monitor an institution’s compliance with its legal obligations.  In addition, any outsourcing 
must not violate the principle of banking secrecy. 

Austrian banks of “significant relevance” must not only install an independent risk-
management function, but also a permanent, effective and independent compliance function 
directly reporting to the management board.  In addition, most Austrian-licensed banks are 
entitled by statutory law to pursue trading activities in financial instruments and must 
therefore comply with the organisational requirement to install a securities compliance 
function, a securities risk-management function, an independent internal securities audit 
function, a securities complaint-management function and a person responsible for the 
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protection of the securities customers’ assets (see Delegated Regulation 2017/565).  

Austrian regulation requires banks to maintain the segregation of staff and systems used for 
front office trading activity from staff and systems used for middle or back office 
administrative administration activity, in line with the Market Abuse Regulation (Art 16/2) 
and the Delegated Regulation 2017/565 and its organisational compliance requirements.  
The Austrian gold-plating FMA Regulation on Issuers’ Compliance has meanwhile been 
repealed with legal effect from 3 January 2018 so that the Austrian level of required 
segregation corresponds to the harmonised EU-level. 

Bank capital requirements 

As a member of the Basel Committee on Banking Supervision, Austria falls under the 
international influence for capital requirements for banks and implements the 
recommendations of the committee, which are anchored in Basel III.   

CRD IV/CRR 

Basel III was implemented in the EU with the so-called “CRD IV/CRR Package”.  It 
includes the Capital Requirements Directive IV (CRD IV) and the Capital Requirements 
Regulation (CRR).  The Directive CRD IV was implemented in Austria by the amendment of 
the Banking Act.   
Credit institutions must ensure, individually and collectively, that they are able to meet their 
payment obligations at any time (Article 39 (3), Banking Act).  The managing directors must 
ensure that the credit institution: 

establishes company-specific financial and liquidity planning based on banking •
experience; 

sufficiently ensures its ability to compensate for any future imbalances of incoming and •
outgoing payments, by constantly maintaining sufficient liquid funds; 

has systems for monitoring and controlling the interest rate risk of all transactions; •

structures its interest rate in line with the maturity structure of its assets and liabilities, •
to take potential changes in market conditions into account; and 

has documentation on the basis of which the credit institution’s financial situation can •
be calculated with reasonable accuracy at all times, and which can be presented to the 
FMA on request. 

The eligible own funds, which can be used to cover regulatory own funds requirements, are 
composed of Tier 1 capital and Tier 2 capital.  Common Equity Tier 1 (CET 1) and 
Additional Tier 1 (AT 1) together constitute the core capital.  All institutions must at all 
times, on a solo and on a consolidated basis, satisfy the following own funds requirements: 
i) a Common Equity Tier 1 capital ratio of 4.5%; ii) a Tier 1 capital ratio of 6%; and iii) a 
total capital ratio of 8%.  There are additional CET 1 capital requirements resulting from 
various buffer requirements, the SREP ratio and potential capital add-ons imposed by the 
supervisory authority.  Further, the ECB and NCA use additional capital-related triggers for 
early warning systems and for general supervisory purposes. 

The Capital Requirements Regulation (CRR) requires credit institutions to hold enough 
liquid assets to deal with any possible imbalance between liquidity inflows and outflows 
under gravely stressed conditions during a period of 30 days (Liquidity Coverage Ratio 
(LCR)).  The LCR as a short-term liquidity business ratio is 100% in the year 2018.  Further, 
a Leverage Ratio must be complied with by credit institutions. 
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Rules governing banks’ relationships with their customers and other third parties 

No law specifically regulating the relationship between a bank and its customer exists in 
Austria.  Instead, the Austrian Civil Code (ABGB) applies in general.  Nevertheless, the 
ABGB is supplemented by a number of regulations transposing the corresponding EU 
directives, focusing inter alia, on consumer protection.  The nature of these regulations is 
mandatory and cannot be changed by agreement.  In general, most Austrian banks base their 
relationship with clients on similar terms and conditions.  These terms and conditions have 
to comply with the consumer protection laws, if applicable.  

The Austrian Consumer Loan Act (VKrG) and the Mortgage Credit Act (HIKrG), for 
example, provide protection to a consumer in many ways.  The lender must provide inter 
alia the customer with the European Standardised Information Sheet (ESIS), in which the 
key features and risks of the mortgage contract/credit are disclosed before the contract is 
concluded.  In addition, the customer has specific revocation and termination rights with 
respect to the loan agreement.  Further, the creditworthiness of the potential debtor has to 
be assessed by the institution.  

Customer complaints 

The European Securities and Markets Authority (ESMA) and the EBA have issued guidelines 
on the handling of complaints in securities trading and banking.  

In general, the complaint may be addressed directly to the institutions, who are obliged to 
accept and process the complaint and have to fulfil certain obligations in the event of 
complaints, such as the issuance of a written acknowledgment of the receipt of the complaint 
and giving details of the complaint procedure.  The institutions have to communicate in a 
clear and understandable language, respond within a reasonable time and give a date for the 
termination of the procedure. 

Consumers may also submit their complaints to the Financial Services Industry Ombudsman 
Office.  Other bodies that may receive complaints are, for example, the independent Joint 
Arbitration Body of the Austrian Banking Industry or the Consumer Mediation Service.  

The FMA itself reviews the complaints to ensure companies comply with regulatory 
requirements, including but not limited to complaints procedures.  The decision to find 
individual solutions is reserved for ombudspersons, arbitration and conciliation bodies or 
the ordinary courts. 

Compensation schemes 

Directive 2014/49/EU on DGS (the Deposit Guarantee Scheme Directive, DGSD) repealed 
Directive 94/19/EC on DGS with effect from 4 July 2015, to improve protection for 
individuals and legal entities, relating to a harmonised level of covered deposits of up to 
€100,000 per customer and bank.  Deposits made by public institutions or institutional 
investors such as credit institutions or insurance companies are not covered. 

Various transitional provisions were in force in Austria, especially until a national deposit 
guarantee scheme (or an institutional protection scheme recognised as a protection scheme) 
started to operate on 1 January 2019. 

As of 1 January 2019, a single deposit guarantee and investor compensation scheme run by 
the Austrian Chamber of Commerce (Wirtschaftskammer Österreich) has assumed 
responsibility for the compensation of all depositors and investors in Austrian credit 
institutions (Einlagensicherung Austria GmbH).  Alternatively, institutional protection 
schemes may be recognised by the FMA.  By 2019, only one alternative IPS had been 
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recognised in Austria: the “Haftungsverbund GmbH der österreichischen Sparkassen” for 
Erste Group Bank and the savings bank sector. 

Restrictions on inbound cross-border banking activities 

Cross-border banking activities are governed by: i) Directive 2013/36/EU on capital 
requirements (Capital Requirements Directive IV (CRD IV)) (Articles 33 to 39); ii) Banking 
Act (Articles 9 to 19); and iii) EBA Binding Technical Standards (BTS) on the passporting 
and the supervision of branches (enacted as Commission Delegated Regulation (EU) 
1151/2014 supplementing Directive 2013/36/EU and Commission Implementing Regulation 
(EU) 926/2014). 

CRR credit institutions may conduct activities listed in Annex I of CRD IV in Austria through 
a branch or by means of the freedom to provide services, provided that their authorisation 
permits them to do so (Article 1a (1), paragraph 1, Banking Act). 

CRR credit institutions authorised in an EEA member state are in principle already authorised 
on the basis of their licence in their home state to also provide banking operations in other 
member states under the “single licence principle”.  Cross-border activities can either be 
conducted through a branch (freedom of establishment) or under the freedom to provide 
services.  The intention to conduct cross-border banking activities on either basis must be 
notified to the respective supervisory authority. 

CRR credit institutions incorporated outside Austria but within the EEA must notify their 
home supervisory authority of their intention to conduct activities in Austria.  This authority 
must in turn inform the FMA.  There are supplementary rules in Regulation (EU) 468/2014 
(EU mechanism for banking supervision (SSM framework regulation)) for the passporting-
related division of powers between the ECB and the FMA, for CRR credit institutions located 
in or outside Eurozone member states but within the EU or the EEA. 

Regulatory framework on anti-money laundering 

Anti-money laundering measures  
In Austria, the due diligence measures included in the Financial Market Money Laundering 
Act (FM-GwG) enhancing the risk-based approach in anti-money laundering law, and the 
additional provisions to the beneficial owner in the Economic Ownership Register Act, 
(WiEReG) must be complied with.  Data on beneficial owners of legal entities and trusts 
are available in a central register and institutions must conduct a client due diligence when 
on-boarding a client, and conduct regular reviews.  

The changes to Directive (EU) 2015/849 to prevent the use of the financial system for the 
purpose of money laundering and terrorist financing, as included in Directive (EU) 2018/843 
(the “Fifth Anti-Money Laundering Directive”) must be implemented by 10 January 2020.  
It will: (i) apply to providers of exchange services for virtual currencies and include virtual 
asset-conversion platforms and vendors; (ii) expand the powers of financial intelligence 
units; and (iii) improve the identification of the beneficial owners.  

 

* * * 

Endnote 

EBA Report dated 9 Jan 2019 on crypto-assets. 1.
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